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HonuTuka undopmannoHHoii He30MacHOCTH

(esiepalibHOro roCy 1apcTBEHHOr0 O10/KETHOrO 00pa30BaTelIbHOTO YUPEK/IEHUs BbICIIET0 00pa3oBa-
Hus «HenstOMHCKHH rocy 1apCTBEHHBIH HHCTUTYT KYJIBTYpPbD)

1. OO0 ue Mo10KeHNus

1.1. Hacrosimas [lonutuka undopmarmonnoit 6e3onacnoctu (nanee nmo tekcty -Ilomutuka) de-
JIepaibHOrO roCy1apcTBEHHOT0 OI0/IKETHOr0 00pa30BaTEIbHOIO yUpekJIEeHUsI BBICIIEro o0pa3oBaHus
«YenssOMHCKUI rocy1apcTBEHHBIA HHCTUTYT KYJIBTYphI» (flajee o Tekcry - Mucturtyt) pazpaborana B
COOTBETCTBUHU C IIOJIOKEHUSIMU:

- Koncrutyuun Poccuiickoit @enepanuu;

- @enepanbHoro 3akoHa ot 27 utonst 2006 r. N 149-03 "O6 undopmanun, HHGOPMAITHOHHBIX
TEXHOJIOTHSX U O 3amuTe HHpopMauu';

- ®enepanbHoro 3akoHa ot 29 utosst 2004 r. N 98-®3 "O kommepueckoii TaiiHe";

- ®enepanbuoro 3akona ot 27 mions 2006 r. N 152-®3 "O nepcoHaabHBIX JaHHBIX";

- Harmonanenoro cranyapra PO 'OCT P UCO/MDK 27033-1-2011 "Undopmaimonnas TexHo-
jorusi. MetoJibl 1 cpejicTBa obecniedenus Oe3onacHocTd. bezonacHocets ceteit. Yacts 1. O030p U KOH-
nenuuu”, yTBepKIeHHOro pukazom denepalibHOr0 areHTCTBA M0 TEXHUYECKOMY PEryJIMPOBAHUIO H
metposioruu ot 1 nekabpst 2011 r. N 683-cr);

1.2. IlonuTrka npejacranisger cOOOH COBOKYNHOCTD IMpaBHJI, TpeOOBAaHUHM W NPUHSATHIX PELICHHH,
OTIpeJICIISIONINX MOPSI0K JIOCTYNa K MHPOpPMAIMOHHBIM pecypcaM MHceTuTyTa, OCHOBHBIE Halpasiie-
HUsI U cr1ocoObl 3auThl HH(GopManuu MuctuTyTa.

3. OcHoBubIMU 1ensmu [loauTHKH SBASIOTCS:

- obecrieyeHue yrnpaBjieHUs U [O/JICPKKU BBICIIUM pyKoBoAcTBOM MHcTUTYTa HHOpMALIMOHHON
0e3011aCHOCTH B COOTBETCTBHH ¢ TpeOOBaHUSIMU OH3HECA, COOTBETCTBYIOIUMH 3aKOHAMU H HOPMaMH;

- 3a1MTa CyOBeKTOB MH()OPMAIMOHHBIX OTHOIIEHUH OT BO3MOKHOTO HAHECEHUS UM MaTepuasb-
HOTo, (U3NYECKOT0, MOPAJILHOTO WM HHOTO yIiepoa;

- obecrieyeHue 11eJIOCTHOCTH U KOH(PUIEHIIHATIBLHOCTH HHPOPMAIIUH;

- obecnieyenue cobIto/1eHus TpeOOBaHNUN 3aKOHO/IATEIBCTBA, PYKOBOSIIUX U HOPMATUBHBIX J10-
KYMEHTOB M 0011lel OJIUTHKH 0€3011aCHOCTH.

1.4. OcnoBubiMu 3a1auamu [loauTrku sBAsIIOTCS:

- JIOCTYITHOCTh 0OpabaThiBaeMoit HHpOpMaIuy;

- 3aldTa HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOIO JI0CTYyNA K HEH MOCTOPOHHUX JIUI, OT YTEUKU
M0 TEXHHYECKUM KaHalaM, OT CIEIUAIBHBIX BO3/IEHCTBHUI Ha MHMOpMAIUIO B LesIX e€ OIokupoBa-
HUSI, YHHUTOXKECHUS, UCKAXKECHUSI; : :

- KOHTPOJIb LEJOCTHOCTH W ayTEeHTHYHOCTH (MOATBEPIKICHHE aBTOPCTBA) UHPOPMALUHU, XpaHH-
Moii, oOpabaTeiBaeMOl U IiepelaBaeMoil 1o KaHajiaMm cBsi3u MHcTUTyTA;

- obecrieueHust KOH(QHICHIIHATBHOCTH OIpe/IeICHHOM YacTH HHPOPMAIUHU, XpaHUMO#, 0OpadaTbl-
BAaeMOH U repeaaBaeMoii 1o kanaiaam cBsizu Mucturyra;



- OLIEHKa PUCKOB HH(POPMAIIMOHHOH 6€301acHOCTH.

1.5. 3amuTe noaNexXUT B MpUHUMaeMas, epejaBaemas, obpabarsiBaeMas U XpanuMas HHPOP-
Malusi cojiepxaltias:

- CBEJICHH, COCTABJIAIOLIUE CIIY)KEOHYIO 1 KOMMEPUECKYIO TaliHY, JIOCTYIT K KOTOPLIM OrpaHHyeH
HucruryT, xak co6CTBEHHUKOM HHGOPMAIIHH, B COOTBETCTBHHU C MOJIOKEHHIMH IIPELOCTABIEHHBIMU
@enepanbHbIM 3akoHOM oT 27 mtons 2006 r. N 149-03 "O6 undopmaiuu, HHOOPMALHMOHHBIX TEXHO-
JIOTUSIX ¥ 0 3auMTe uHpopmarmn” n dejiepaibHbIM 3akoHOM 0T 29 uioist 2004 r. N 98-P3 "O kom-
MepuecKoit Taiine";

- IEPCOHAJILHBIC JaHHBIE, JIOCTYIl K KOTOPHIM OTpaHH4YeH B COOTBETCTBUM C MOJIOKeHUsIMU Dejte-
pasibHOTO 3aKoHa oT 27 utonist 2006 r. N 152-®3 "O nepcoHalIbHBIX JaHHBIX'";

- OTKPBITBIE CBE/ICHUS, B 4aCTH 00ECIIEUEeHUsl JOCTYITHOCTH U LIEIOCTHOCTH WHOPMAITHH,

1.6. OCHOBHBIMU CITOCOOAMH 3aUTUTHI HHPOPMAITHOHHBIX MIHCTUTYTA SBIISIIOTCS:

- OIICHKA PUCKOB CeTeBOH 0e3011acHOCTH;

- MOHUTOPUHT UH(POPMAIIMOHHOHN 0€30TTaCHOCTH;

- CUCTEMHBIHN ay/uT;

- aHTUBUPYCHBIH KOHTPOIIb;

- aHaJIM3 MHIIUICHTOB.

1.7. OCHOBHBIMH CpeICTBAMH 3aLLUThl HHPOPMAIIMOHHBIX pecypcoB MHCTUTYTA ABJISIOTCS:

- xpunrtorpaduyeckue cpenacrsa: CK3M Kpunrollpo CSP, ViPNet CSP, VipNet Client, Kpunro-
ApM;

- cpeACTBa 00ECIICUEHNS U KOHTPOJIS LIEJTOCTHOCTH TIPOrPaMMHbIX U HH()OPMAIIHOHHBIX PECYPCOB:
Secret Net Sudio, AIIM/I3 Co6o:b, Dallas Lok, Kaspersky, UFW ;

- CpeJcTBAa pasrpaHMueHUst JIOCTyNla K pecypcaM aBTOMAaTU3UPOBAHHOM CHCTeMbl: Active
Directory;

- CpefcTBa UACHTU(DUKAIIMY ¥ ayTeHTUUKAIIMU TIoJIb3oBaTeseh: Active Directory;

- TEXHHYECKHE cpe/icTBa 3amuThl: Kaspersky.

1.8. IlonuTuKa npuHUMaETCsl pelieHreM YueHoro cometa MHCTHUTYTaA, YyTBEPKIACTCS PCKTOPOM
WucTtuTyTa M JOBOAUTCS J10 CBEJICHHS BceX padOTHUKOB MHcTuTyTA.

1.9. OcHOBHBIE NONOXKEHUST W TpeOoBanus HacTosAweld [loJUTHKH pacnipocTpaHsioTes Ha BCe
CTPYKTYpHbIE noapasjienenus Mucruryra.

2. Cy0beKThl NPABOOTHOLIEHUIT, CBA3AHHBIX ¢ HCNOJIL30BAHHEM HH(pOpMAaHKU U obecrieyecHHEM
ee 0e30IACHOCTH

2.1. K cybbexTam mpaBOOTHOLICHHM, CBA3aHHBIX ¢ HCIOJIB30BaHUEM HHOPOPMAITMOHHBIX PeCyp-
coB MHcTuTyTa M 00ecniedeHreM UxX 0€30MacHOCTH (J1ajiee - CyOBbeKThl MPABOOTHOIIEHUH) OTHOCSTCS:

- UacTuTyT Kak coOCTBEHHUK MH(OPMAIMOHHBIX PECYPCOB;

- MuctutyTa Kak 1nomnp3osareny HHbopMmanyei B COOTBETCTBHH ¢ BO3NIOKEHHBIMHM HA HUX TPY-
ZOBBIMU OOSI3aHHOCTSIMHU;

- CTPYKTYpHbIE NOApa3jiesieHuss MHCTUTYTa, obecrneynBaloniue dKCiyaraluio nHPOpMalMoH-
HBIX PeCypCoB;

- HHbBIE TOJIB30BaTeNH ((PU3NUECKHE U FOPHIMYECKHE M), HHPOPMAIIUS O KOTOPBIX 06pabarsl-
BAETCsl, HAKAIJIMBACTCS U XpaHUTCs B HCTHTYTE (faliee - MoIb30BaTeln).

2.2. B nensx oprasu3aiiiy mpoiecca UCIoiib30BaHus HHPOPMAMOHHBIX pecypcos MHcTutyTa
00s13aHa co0101aTh CIIEYIONHe TpeOOBaHuUs:
2.2.1. Tlomyyenne noyip30BaTeIIIMHU IOCTYIIA K HHPOPMAIIMOHHBIM PeCypcaM OCHOBBLIBAETCS Ha ayTCH-
TUGUKAIIMH YTHX NOJIb30BaTelell ¥ pa3rpaHUueHIH JOCTYIIA.
2.2.2. B xauecTBe 00BEKTOB JIOCTYIA paccMaTpUBalOTCs HHGOPMAIIMOHHBIE pecypchl MHcTHTYyT], B
OTHOIICHHHN KOTOPBIX VIHCTUTYT MMeeT npaBa BjlaJieHUs], paclOpsKEeH U, I0IH30BaHUS: JaHHbIE (MH-
bopmalLus), TEXHHIECKHE CPEACTBA, MPOrpaMMHbIE CPEACTBA, YCIYTH (CEPBUCH) HHPOPMAHOHHBIX
CHCTEM.
2.2.3. Kaxomy moJIb30BaTe0 COTIOCTABISICTCS YUeTHAS 3aITUCh [TOJIB30BaTeNs, TPHCBANBAIOTCS, TIO
BO3MOXKHOCTHU, €J1HbIE /IS pa3IMYHbBIX 00BEKTOB nocTyna Mactutyra atpudyTel HHGOpPMATHOHHOH



6€30MacHOCTH: YHUKAIBHBIA HAEHTH(PUKATOP, «CEKPET» ayTeHTH(HUKALIUH, IpaBa A0CTYIIA — C YYETOM
MX BaXXHOCTHU M LIEHHOCTH MJIs AesitesibHOCTH UHCeTuTYyTA.

2.2.4. B MHcTtuTyTE MOTYT NPUMEHSTHLCS BUBI ayTeHTH(UKALIMH, OCHOBAHHBIE Ha 3HAHUH MOJIE30Ba-
TeneM naposist (6a3oBbli BU ayTeHTU(QHUKAIMK), Ha BIIaJIcCHUU (DU3HUECKUM HOCUTENIEM «CEKpeTay
(cMapT-KapThl, ycTpolicTBa KOHTaKTHOH namsiti, USB-kimoun, kpunrorpaduyeckue TOKeHbl), Ha YHU-
KaJlbHbIX JIAHHBIX [10JIb30BaTes s (OuoMerpudeckue rnapameTpsl). [Ipy He0OX0AUMOCTH MOXKET UCHONb-
30BaTbCsl KOMOMHAIMs ABYX MM DoJiee BUJOB.

2.2.5. lToab3oBatesnn yBeaoMsiIoTes 00 005S3aHHOCTSAX 0 00pallleHUIO C CEKpeTaMH» ayTeHTH(HKa-
LUH U CPOKAX UCTeUeHUs UX jiehcTBUs. «CeKpeTbl», B CBOKO OUEPEb [IEPENAIOTCS [TOJIb30BATEISAM
croco0OM, UCKITIOUAIOLIMM HECAaHKIIMOHUPOBAHHOE 03HAKOMJIEHHE ¢ HUMHU. [lepenada mosib3oBarenem
JUYHOTO «CeKpeTa» APYIroMy JIMLY 3allpeltieHa.

2.2.6. Ha3naueHue 1paB JlIOCTyIIa COOTBETCTBYET IPUHUMIY «3alpelieHo BCce, UTO IBHO HE pazpellle-
HO» U OTIPEACIIACTCS, HCXO/IS U3 cIyxeOHbIX 00s13aHHOCTeH oJIb30BaTes.

2.2.7. Kareropudecku 3aipeiieH JOCTyI K pecypcam no npuHnuny «Beem — [losHbiii noctymn». 3a-
HpEeLIEH TaK)Ke HEAaBTOPU30BaHHbBIH (AHOHUMHBIH, TOCTEBOH) AOCTYN K JIIOOBIM pecypcaM, KpoMe 00-
MEAOCTYHBIX cTpauull BeO-caliToB MHcTHTYTA.

2.2.8. llepecMmoTp npaB JlOCTyIa OCYUIECTRISETCS IPU BOSHUKHOBEHHUH ITPOU3BOJICTBEHHOHN HEOOX0-
JIUMOCTH.

2.2.9. Yrpagienue JIOCTYIIOM K CETeBbIM HH(OPMAHOHHBIM pecypcaM U yclyraM Nporu3BOAUTCS, B
TOM YMCJIE, ITYTEM pazjieiieHns HH(POPMAIIHOHHON TEJIEKOMMYHHKalHOHHOM cHcteMbl MHCTHTYTA Ha
OTJIENbHbIC JIOrMUECKHE U (PU3UYECKUE CETEBbIE CETMEHTBI.

2.2.10. B MucTrTyTe JOJIKHBI HCHOJIL30BATHCS CPEACTBA KOHTPOJISE Hajl COOJIFOICHUEM ITpaBUJl AOCTY-
na K 00beKTaM JOCTYyIA.

2.2.11. CnyxebHbIi ocTyn K 00bekTaM joctyna MHCTUTyTa, OCyHIeCTBISEMBIN 0 BHEIIHUM KaHa-
7iam CBS3H, JIOJDKEH 3alIMIIATHCS € [IPUMEHEHHEM MEXaHH3MOB ayTCHTH()HKALMY U KpUnTorpaduye-
CKOM 3alliMThl HiIPOPMAIMH.

2.2.12. JlocTyn K 00111e/I0CTYIHBIM CTpaHuilaM BeO-caitToB MHcTuTyTa He TpebyeT codniofenus Tpe-
OoBaHuil pazzaena
2.2.13. JIi1si CHUIKEHHUS BCPOSITHOCTH YI'PO3 HECaHKIIHOHUPOBAHHOI0O J0CTYyMNa, HE0OX0AMMO MUHUMHU-
3UPOBATH YUCJIO YCTPOHCTB, UMEIOLIMX JIETalbhble BHewHUe [P-anpeca cetn Mnreprer. Obopynosa-
HUe, uMerollee JierajibHble BHelHue [P-aipeca cetn MnTepHeT, 10DKHO IPOBEPATHCA HAa HATTHYUE
YS3BUMOCTEH U aBTOMATHUECKH 110J1y4aTh OOHOBJIEHHS O€30MaCHOCTH.

2.2.14. O6nekThl AocTyna MHeTuTyTa IOJDKHBI ObITh 3alllUIIIeHbl OT BHEIIHUX yrpo3 U3 ceTd HTepHeT
M U3 JIOKQJILHOH CeTH CCTCBBIMH OpaH/iMay?paMK W LITATHBIMK CPEJICTBAMM 3aALHMTHI, BXOASILUMH B
COCTAB ONCPAIMOHHOM CUCTeMBI ¥ NPUAOKEHHH. YHCII0 OTKPBITHIX JJIst JOCTYIla CEPBUCOB H PECYPCOB
Ha 9TUX 00BCKTAX JOJKHO OBITH MUHUMAIBHO HEOOXOIUMBIM.

2.2.15. B norosopax ¢ nocrasukaMmi duHGOPMAMOHHO-TEXHUYECKUX YCAYT ONpenensores Tpebo-
BaHUs 110 YIIPaBJIEHUIO JIOCTYIIOM K 3TUM YCIIyTaMm.

2.2.16. Ilpu yBonbHeHHM pabOTHUKA 00ECIICUHBACTCS HEBOZMOXHOCTD €ro JJOCTylla K 00beKTaM J10-
ctyna Uneruryra.

2.2.17. llpu napyuenun tpeboranuii [Tonutuku undopmanonHoit 6e30MmacHOCTH JOCTY M0JIb30Ba-
Tens K HH(GOPMALIMOHHBIM pecypcaM MOXKET ObITh BpEMEHHO 3a0JI0KHPOBaH OTBETCTBEHHBIMU JTHIIAMU
JIO yCTpaHCHMs HApYLUICHHUS.

2.2.18. ITopsinok paboThl ¢ MHHOPMALHOHHBIMH PECYPCAMH, COJIEPXKALLMMH CBEJICHHsI, OTHECEHHEBIE K
rocy/1lapcTBEHHOH TaiiHe JIMOO K epcoHaIbHbIM JJAHHBIM, 3allUTa KOTOPBIX OpraHU3yeTcs B COOTBET-
CTBHHU ¢ TpeOOBaHUSIMU 3aKOHOAaTelIbeTBa PD, onpejiensieTes cOOTBETCTBYIOIMMH BHYTPEHHUMH J10-
KyMeHTamu Mucrutyra. PazpadoTka W yrBepxkieHHe ITUX JOKYMEHTOB IIPOU3BOJIMTCS BHE HACTOSIIEH
[Tonmurrky undopmManHoHHoH 6€3011aCHOCTH.

2.3. loetyn k uHpopMalMOHHBIM pecypcaM MHctuTyTa nMeroT Bee pabotHuku MHCcTHTYTA.
YposeHs jloctyna k MHpopMallMoHHbIM pecypcam MHcTuTyTa onpenensercs st KaXxaoro pa-

OOTHUKA UHAHBUIYAJIbHO C COOJIIO/IGHHEM CIleIyIOLIMX TpeOOBaHHIl:

- K@IbIH padOTHHUK MMEET JIOCTYI TOJIBKO K TOH MHdopManuu, kotopas HeoOXoauma emy IUIH

BBINOJIHEHUS. JOJDKHOCTHBIX 00513aHHOCTEH];

- KOHUAeHIHAIbHAsL U OTKpbITas nupopmalus MHCTUTYTa pa3meltaeTcst Ha pa3HbIX CepBepax;



- HEMOCPE/ICTBEHHBIH PYKOBOAMTENbh pabOTHUKA MMEET NPaBO Ha MPOCMOTP MH(OPMALUH, HC-
0JIb3yeMOH pabOTHUKOM.

2.4. Bee paOOTHHKH 10MKHBI OBITH O3HAKOMIICHBI TICPCOHAILHO Ol POCHHCH C Opranu3alyon-
HO-pacloOPsIUTENIbHBIMU JIOKYMEGHTAMU 110 3aiuTe HHGOPMAUKH, OJYKHBI 3HATh U HEYKOCHHTEJILHO
BBIIIOJIHATE TEXHOJIOTMYECKUE MHCTPYKUHMHU U OOILKE OO0SI3aHHOCTH MO 0OCCIEYCHHUIO OC30IACHOCTH
HHOpOpPMAITUH.

2.5. Kaxaplii paboTHHK TpU NpueMe Ha padoTy MOAINHCHIBATH OOSM3aTEILCTBO O COOMIOICHUH
TpeOOBaHUI 10 COXPAHEHUIO KOH(UASHIHATHLHON WHPOpPMAIIMU B OTBETCTBEHHOCTH 3a HX Hapylie-
HUE, a TAKXKE O BBIMOJIHEHUH MpaBui paboThI ¢ uihopmarnuei.

Bce paboTHHKH, monyiieHHBIe K paboTe ¢ nHpopManued MHCTHTYTA HECYT MEpCOHATLIYIO OT-
BETCTBEHHOCTh 3@ HapyIlEHUE NPABHII €€ UCIIOIB30BAHHMS, TIEpE/iau, XPAaHEHHUs, a TaK)Ke TpeOOBaHMH
MO COXPaHEHUIO KOH(PUACHIUATLHOM HH(OPMAIIHH.

2.6. Jlns nonwp3oBareneil pa3pabaThIBAIOTCS MHCTPYKIIUU O MOPSAKE UCTONb30BaHUst HHpOpMa-
LHUOHHBIX pecypcoB MHcTuTyTa, BKIMovaomue TpeboBanus 1mo odecrneueHno 06e301nacHoCcTH uHpop-
MalluH.

Jlo mpenocraBieHus noctyna Kk HHPpOpMalMoHHbIM pecypcam MHCTHTYTa nonb30BaTe T J0K-
Hbl OBITH O3HAKOMJIEHBI C NepeuyHeM KOH()UIEHIHATIbHON HH(POPMAILMM M CBOMM YPOBHEM IOJIHOMO-
YU, a TaK)Ke OpraHU3allMOHHO-pACIOPSIMTEILHON, HOPMATUBHOH, TEXHUUECKOH M IKCILIyaTalHOH-
HOH TOKyMEHTauMel, onpeaesoueil TpeboBanus U nopsiaok o0padboTKH Takol nHdopmalum.

Ilosnp30Baresny, jonyuieHHbIe K paboTe ¢ HHPOPMAHOHHBIMU pecypcamy MHCTHTYTa, HeCyT OT-
BETCTBEHHOCTD 3@ HApYLICHUE [IPABUII €€ UCIOJb30BaHUs, [IEPE/Iaun, XpaHEHHS, a TaKxke TpeOOBaHUH
10 COXPaHEHUIO KOHPUACHIMATLHOW HHOpMalIHH.

3. ¥Yrpo3bl 6e3onacHocTH HHPOPMAUNH H HX HCTOYHUKH

3.1. Vrpo3sr 6e3omnacHoCTH HH(GOPMAIHH, ¢ KOTOPBIMH CTalKHBaeTcst MHCTHTYT, MoryT ObITh
CBSI3aHEI C MTPOOJIeMaMHU:

- HECAaHKIIMOHUPOBAHHOTO JIOCTyIa K HHpopmanuu,

- HeCAaHKIIMOHUPOBAHHOM mepeaaun HHbopMaIum,

- BHECEHUS BPEIOHOCHON MpOrpaMMEl, 0TKasza oT (pakTa mpremMa WM HCTOUHHKa HH(popMarmy,

- 0TKa3a B 00CAYKHBAaHUM U HEJOCTYIMHOCTH HH(DOPMAIIMH MU YCIIYT.

3.2. YkazaHHbIe yrpo3bl MOTYT OBITh CBSI3aHbI C YTPaTOH:

- KOHQHUACHIHATILHOCTH HH(DOPMAIIMK U TIPOrPaMMBI (B CETAX M CHCTEMax, COEJMHEHHBIX C ce-
TSIMH);

- EJIOCTHOCTH MH(OPMAIIMH U TPOTPAMMEI (B CETSAX M CUCTEMAaX, COSIMHEHHBIX € CETSAMH);

- IOCTYITHOCTH UH(POPMAIIUU U CETEBBIX YCAYT (M CUCTEM, COCIMHEHHBIX C CETSIMU);

- HEOTKa3yeMOCTH CETEBbIX TpaH3aKiuii (00%3aTeIbCTB);

- MOAOTYETHOCTH CETEBBIX TPAH3AKIIHH;

- IOZUTMHHOCTH MH(OPMAIIUH (a TaKke ayTeHTHYHOCTH CETEeBBIX MOJb30oBaTeIed U aIMUHUCTpA-
TOPOB);

- IOCTOBEPHOCTH UH(POPMALIUU U IIPOTPaMMBI (B CeTSIX U CUCTeMaX, COCTHHEHHBIX C CETIMMU );

- CIIOCOOHOCTH KOHTPOJUPOBATH HECAHKIIMOHMPOBAHHOE MCITOIH30BAHUE H DKCILTyaTallHIO CeTe-
BBIX PECYPCOB, BKJIIOYAsl OCYIIECTBICHHE KOHTPOJIS B KOHTEKCTEC NMOJIMTHKKY OEe30MacHOCTH OpraHu3a-
1K (HalpuMep, NpoJlaxka MoJIOChl MPOMYCKAHUS WM HCHOTB30BAHME 110JIOCHI [IPOIYCKAHUSE ISt COO-
CTBEHHOH BBINOIbI) M BBINOJHEHHE 0053aTeNILCTB B OTHOMICHHWH 3aKOHOAATELCTBA M IPE/AHCAHHMA
(HanmpumMmep, B OTHOLIEHUU XPAHESHUS JISTCKOM ropHorpadun);

- CIIOCOOHOCTH KOHTPOIUPOBATH 370YyNOTPpeOIeHe CAHKIIMOHUPOBAHHBIM JIOCTYIIOM.

3.3, OCHOBHbIMM  UCTOYHUKaMd  yrpo3  0Oe3omacHocTd  HHGOpMALUM  SBISIOTCA:
- HEKOPPEKTHOE UCTOJIb30BAHHE CpPEJICTB ayTeHTU(PUKALUH (maponei);
- KCIOJIb30BAaHUE NMPOIPaMMHOro obecrneueHus, BO3JICHCTBUEC IporpaMm U3 cetd VHTepHer, croeiu-
abHO pa3paboTaHHBIX UM MOAUPUIIMPOBAHHBIX AJI1 HECAHKHHUOHUPOBAHHOTO YHUUTOXEHHS, OJIOKU-
poBaHus, MouduKanuu MO0 KOMUpoBaHUs HHGOPMALUK, a TaKXkKe HapylIeHUs HOPMAJIbHOTO (HhyHK-
IIMOHMPOBAHHUS JJIEMEHTOB WH(POPMALIMOHHBIX CUCTEM Wucruryra;
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- BO3JIEHCTBHEM MPOrpaMM, pa3pabOTaHHBIX WM MOJIH(UUHPOBAHHBIX st HECAHKI{HOHUPOBAHHOTO
YyHUUYTOXKEHUS, OJOKUpoBaHMsl, MoaH(ukauuu 1Mdo KonupoBaHus UH(pOpMaIHK, a TaKXKe HAPYIICHUS
(YHKIIMOHUPOBAHHUS JJIEMEHTOB UH)OPMATTMOHHBIX CHCTEM UHcturyTa;
- HEKOpPEeKTHbIM UH(OPMHPOBAHUEM 00 MHIIMJECHTAX HJIM UCIIOJb30BaHUEM WH(OPMALUU O HHUX, OT-
Ka3bl U cOOM cHUCTEMBI 0OeCIICUCHUS.

4. Ouenka puckoB cereBoii 0€3011aCHOCTH

4.1. JIns uaeHTUdUKAILMYA ¥ TIOITBEPIK/ICHUS TEXHHUECKUX MEP U CPEJICTB KOHTPOJIS U yIpaBie-
Hust 6e3onacHOCThIO HHpopMaIMu B MHCTUTYTe POBOIMTCS OlieHKa pUCKa CETEBOH 0€3011aCHOCTH.

JInst 5TOro JI0MAKHBI ObITH BBIITOJHEHBI CEAYIOIIME OCHOBHBIE ACHCTBUA:

- ollpeJICNIEHHE CTElEHH 3HAYMMOCTH HH(OPMaLMH, BBIPAXKEHHONH C TOUKH 3PEHUSs [IOTEHLHAIb-
HOT'O HEOJIAarONpPUSTHOTO BO3JCHCTBHS Ha OCHOBHYIO JE€ATEIBHOCTL MIHCTHTYTa B Cilyyae BOBHUKHOBE-
HUS HEXKEJIATC/ILHLIX UHIIUJICHTOB;

- WJICHTH(PUKAIIUS U OUEHKA BEPOSITHOCTH WJIM YPOBHEH YIpo3, HANpaBICHHBLIX NMPOTHB HHGOP-
Maluu;

- WJIEeHTU(UKALMS U OlleHKa CTEIeHH CEPhe3HOCTH WM YPOBHS YA3BUMOCTEH (C1a0bIX MeCT), KO-
TOPBIE MOTJIH Obl OBITH UCIOJIB30BAHbBI UACHTH(PHIIHPOBAHHBIMH YIpO3aMu;

- OLEHKA BCIIHYUHbI PUCKOB, OCHOBBIBAIOIIIMXCS HA ONPE/IC/IEHHBIX NOCHEACTBUAX NOTEHIIHATIL-
HOI'O HEOJarolpUiITHOIO BO3ZACHCTBUSL HA ONepalluy jesTesibHocTH MHCTHTYTa U ypOBHSX yrpo3 u
YA3BUMOCTCH; .

- WAeHTU(UKAIUS acMeKTOB CIHENHATN3UPOBAHHON apXUTEKTyphl/IpoeKkTa Oe30MacHOCTH |
OTpaBJIaHHbIX MMOTECHIMAIBHBIX 00JIacTed NEHCTBUS MEp M CPECTB KOHTPOJIS U yIpaBsieHus: Oe3omac-
HOCTBIO, HEOOXOIMMBIX [j1s1 00ecneyeH sl TOro, YToObl OIIECHEHHBIE PUCKH OCTABAIUCH B IOMYCTHUMBIX
npejenax.

5. Mouuropuur HHpopMalOHHOIT 0€3011aCHOCTH

5.1. MoHuTtopuHr paboTocnocoOHOCTH annapaTHbIX KOMIIOHEHTOB aBTOMAaTH3MPOBAHHBIX CH-
cTeM. o0palaThIBaOIIMX MH(POPMAIIHIO, OCYIIECTBISAETCS B Mpollecce HX aMHHUCTPHPOBAHUS U NpU
npoBeicHUU paboT 110 TEXHUUECKOMY 00Cy)KHBaHHUIO 000pyY/I0OBaHHSL.

Haubojice cyliecTBEHHbIE KOMITOHEHThI CHCTEMBI, UMEIOIIIHE BCTPOEHHBIE CPEICTBA KOHTPOJIA
pabotociiocodbuocT (cepBepbl, aKTUBHOE ceTeBoe 000PYJIOBaHHUE), JOJIKHBI KOHTPOJUPOBATHCS IO-
CTOSIHHO B pdMKdX pa60'rbl AAMUHHUCTPATOPOB COOTBCTCTBYIOIHHUX CHUCTEM.

5.2. MOHHTOPHUHI MapOJibHOH 3aIlUThl U KOHTPOJIb HAJEKHOCTH IOJIH30BATEIBCKUX Maposiei
npeaycMaTpHUBaloT:

- YCTAHOBJICHUE CPOKOB AEHCTBH M1apoiei;

- 11EPUO/IMYCCKYIO, HE pexe pa3 B 3 (Tpu) mecsaua, npoBepKy NOJIL30BaTE/ILCKUX Maposeil Ha Ko-
JIMUECTBO CHMBOJIOB M OUEBIJIHOCTH C LEJIbIO BLISIBIEHHs! CJIa0bIX MapoJied, KOTopble JIErKo yraaaTh
WM I-UMPOBATH € ITOMOIUbLIO CHEIMANIM3UPOBAHHBIX [IPOrPAMMHBIX CPEJICTB (B3JOMIIMKOB Hapo-
Jen).

5.3. MOHUTOPHHT LEJOCTHOCTH MPOTPAMMHOI0o 00ecTieueHUsl BKIIIOYaeT CleAyIolHe 1eHCTBUS:

- IIPOBEPKA KOHTPOJBHBIX CYMM M 1M POBLIX 11OANKCEH KaTanoros U ¢aiioB cepTUHIIUPOBaH-
HBIX ITIPOTPAMMHBIX CPCACTB PH 3arpy3Ke olepalliOHHON CHCTEMBI;

- oOHapy KeHue 1yOIMKaTOB HACHTH(UKATOPOB MOJb30BATENEH;

- BOCCTAHORBJICHHE CUCTCMHbBIX (paliiIoB a/IMUHHCTPATOPaAMH CUCTEM € PE3EPBHBIX KOHH.

5.4, MOUHTOPUHT HOHLITOK [ECAHKIIHOHHPOBAHHOI'O JOCTYMa OCYIUECTBISCTCA € HCIOJIb30Ba-
HHCM CPE/ICTB OlCpallMON O CHCTEMbI U ClIeLIMAJIbHBIX IPOrPaMMHBIX CPEICTB U IPElyCMAaTPUBACT:

- (PMKCALMIO HEYIAUHBIX TONBITOK BXOJA B CUCTCMY B CHCTEMHOM YKYPHAJIE;

- IPOTOKOJINpOBaHKE pabOTHI CETEBBIX CEPBUCOB;

- BbIsiBJIeHHE (AKTOB CKaHHPOBAHUS OIPEJICICHHOIO Jiarna3oHa CEeTEBbIX NOPTOB B KOPOTKHE
MIPOMEXYTKH BPEMEHH C 11€IbI0 00HAPYIKEHUS CETEBBIX aHAJIM3ATOPOB, U3YHaAOIUX CUCTEMY U BBISB-
JISHOLIMX €€ YSA3BUMOCTH.
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5.5. MOHHTOPHHI NPOU3BOAUTENLHOCTH ABTOMATU3MPOBAHHEIX CHCTEM, 00pabaThIBAIOIINX HH-
(dopmanuio, MPOM3BOIUTCA 10 OOpaLCHUSIM [10JIb30BaTENICH B XOJIe aAMHHUCTPUPOBAHUSL CUCTEM U
MpoBeZeHUsl NTPOPUIAKTHYCCKUX padOT TS BBISIBIICHUS TOTILITOK HECAHKIIHOHHUPOBAHHOIO JI0CTYTIA,
HOBJICKIIUX CYILIECTBEHHOE YMEHBIICHHE MPOU3BOIUTENHHOCTH CUCTEM.

6. CucTeMHBIH ayauT

6.1. CucteMHbIH ayUT IIPOU3BOJAUTCS OJIMH pa3 B [0/l U B OCOOBIX CUTYaITUsIX.

6.2. CHCTEeMHBIH ayUT BKJIIOYACT MMPOBEICHHE 0030pOB 0€30MacHOCTH, TCCTUPOBAHNE CHCTEMBI,
KOHTPOJIb BHECCHHSI H3MEHECHUH B CHCTEMHOC [IpOrpaMMHoe obecreueHue.

6.3. O030pbI 6€30MACHOCTH NPOBOATCS C LEJTBIO TPOBEPKH COOTBETCTBHS TEKYILICIO COCTOAHUSA
cucteM, 06pabaThIBAIONIAX TIEPCOHATBHBIC JTaHHbBIC, YPOBHIO O€30MIaCHOCTH, YAOBJIETBOPSAIOLIEMY Tpe-
OOBaHUSAM ITOJUTHKH 0C30IIaCHOCTH.

6.4. O630pb1 6€3011aCHOCTH AOJIKHBI BKITIOUYATh!

- OTYETHI 0 O6E30MACHOCTH I10Jb30BATEIBCKHUX PECYPCOB, BKJIIOUYAIONTNE HATUYUE MTOBTOPSIONIMX-
sl MOJIb30BATENBLCKUX UMEH M HICHTH(UKATOPOB, HENPABUIBHBIX (JOPMATOB PETUCTPAMOHHBIX 3alH-
ceit, nonp3oBaTenieit 6€3 1maposis, HEMPaBUILHON YCTAHOBKM JIOMAIHUX KaTajoroB IT0Jb30BaTelICH U
YSI3BUMOCTEH MONB30BATENBCKUX OKPYIKCHUH;

- IPOBEPKY COACPIKUMOro (aioB KOH(PUTIYpaIlMK Ha COOTBETCTBHUE CIMUCKY JJIsl IPOBEPKH;

- oOHapyKeHUE U3MEHECHHUH CUCTEMHBIX (haljloB CO BpEMEHHU NMPOBEACHHUS TI0CIIC/IHEH TPOBEPKHU
(KOHTPOJIb 11EJIOCTHOCTH CUCTEMHBIX (DaiiIoB);

- TIPOBEPKY IpaB JOCTYIa U PYTUX aTpHOYTOB CHCTEMHBIX (aitiioB (komMaH, yTHINT 1 Tabimin);

- TTPOBEPKY NMPABUILHOCTH HACTPOHUKH MECXaHH3MOB ayTCHTH(HMKAIMU W aBTOPU3AINMU CCTEBBIX
CEPBUCOB;

- TMPOBEPKY KOPPEKTHOCTH KOH(MUIYpalMK CHCTEMHBIX W aKTHBHBLIX CCTEBBIX YCTPOHCTB (MO-
CTOB, MapHIPYTH3aTOPOB, KOHIICHTPATOPOB U CETEBBIX 3KPAHOB).

6.5. AKTHBHOE TECTUPOBAHUE HAJCKHOCTH MEXAHW3MOB KOHTPOIS NIOCTYIa NPOU3BOJAUTCS ITy-
TEM OCYIIECTBIICHUS IMONBITOK NPOHMKHOBEHHSI B CHCTEMY (C TIOMOIIBIO aBTOMAaTHYECKOTO UHCTPY-
MEHTapHs WIH BPYUHYIO).

6.6. [TaccuBHOE TECTUPOBAHUE MEXAHU3MORB KOHTPOJIs IOCTYIA OCYHICCTRIISIETCS 1TyTEM aHallu3a
KOHGUTYpaLMOHHBIX (halIIOB CHCTEMBI.

HNudopmanys 06 U3BECTHBIX YSI3BUMOCTSIX M3BJIEKAETCS U3 JIOKYMEHTAIIMKY U BHEIIHUX HCTOUHU-
KOB, 3aT€M OCYIIECTBJISICTCS HPOBEpKa KOH(PUTYPALIUH CHCTEMBI C LIENBIO BBISBJIEHUS ONACHBIX COCTO-
SHUH CHCTEMBI, T. €. TaKHX COCTOSHHH, B KOTOPBIX MOTYT MPOSBISATH ceOs M3BECTHBIE YS3BUMOCTH.
Ecnu cucrema HaXOAUTCS B OHACHOM COCTOSIHHH, TO C IIeNbIO HEUTpasiM3aluu ysi3BUMOCTEH HEoOXo-
JUMO 1100 H3MEHUTh KOH(DUTYPAITUIO CHCTEMBI (U151 TMKBU/IALMH YCTIOBHI TIPOSBIIEHUS YS3BUMOCTH),
100 YCTAHOBHUTD MIPOI'PAaMMHbBIC KOPPCKLIMH, THOO YCTAHOBUTDH JAPYrHE BEPCUU ITPOrPaMM, B KOTOPBIX
JIlaHHasl YA3BHMOCTH OTCYTCTBYeT, JTMOO OTKAa3aThCs OT MCMOJIL30BAHUS CHCTEMHOTO CEpRHCA, COJICP-
YKaIero JIaHHYIO YS3BUMOCTD.

6.7. BHeceHne U3MECHEHHH B CHCTEMHOE TIPOrpaMMHOE OOeciedeHHne OCYUICCTRISACTCS aAMUHU-
cTpaTopamu cuctem, oOpadarbiBalOLMX HEPCOHATbHBIE JaHHbIE, ¢ 00s13aTeNbHBIM JIOKYMEHTHPOBAHH-
€M M3MEHEHHH B COOTBETCTBYIOIIEM KypHaJEe, YBEJIOMIICHUEM KaX/[0TO COTPYAHUKA, KOTOPOTO Kaca-
€TCS U3MEHEeHHe, pa3paboTKOol TIaHOB JACHCTBUM B aBapUIHBIX CUTYAIHSX [UJIsl BOCCTAHOBJICHHs pabo-
TOCIIOCOOHOCTH CHCTEMBI, €CITH BHECEHHOEC B HEC H3MEHEHHE BBIBEIIO €€ M3 CTPOSI.

7. AHTUBHDPYCHBII KOHTPOJIb

7.1, Jlnst 3ammThl cepBepoB U padouMx CTAHIHMH HEOOXOAMMO HMCHOJIB30BATL AHTHBUPYCHBIC
IPOIPaMMBI:
- pe3UEHTHbIE AaHTUBHPYCHBIE MOHUTOPBI, KOHTPOJUPYIOILIME [10J03PUTENBHEIE JEHCTBHS MPO-
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rpamm;

- YTWIHTBI JUIst OOHApYKEHHUS U aHAJIM3a HOBbIX BUPYCOB.

7.2. K ncrnonb3oBaHHUIO JIONYCKalOTCS TOJIBKO JIMIIEH3HMOHHBIE CPEJICTBA 3aLIMTHI OT BpeJIOHOC-
HBIX [IPOrpaMM U BUPYCOB MJIM CEpTH(UIMPOBAHHBIE CBOOOJHO paclpoCTpaHseMble aHTUBHPYCHBIE
CpeJiCTBa.

7.3. Ilpu nono3peHun Ha HalIu4ue HE BBIABACHHBIX YCTAHOBJICHHBIMHU CpEJCTBAMU 3allUThI 3a-
paxceHui cneyer uernoib3oBaTh Live CD ¢ npyruMu aHTHBHPYCHBIMHU CPEJICTBAMHU.

7.4. YcraHoBKa U HACTpO#Ka Cpe/ICTB 3alIMThl OT BPEJAOHOCHBIX NMPOTPaMM U BUPYcOB Ha pabo-
YUX CTAHITUSAX M CCPBCPAN aBTOMATH3HPOBAHHBIX cUCTeM, 00pabaThIBaIOIIUX [1epCOHAIbHbIE NAHHBIE,
OCYIECTBIISIETCS aJIMHHUCTPATOPAMH COOTBETCTBYIOLMX CUCTEM B COOTBETCTBUM C PYKOBOACTBAMM
10 YCTAaHOBKE MPUOOPETEHHBIX CPEACTB 3AILMTHI.

7.5. YcranapnupaeMoe (H3MEHseMOoe) MporpaMMHoe obecrieueHne JOMKHO OBITh IIPEIBapUTEb-
HO MPOBEPEHO a/IMUHUCTPATOPOM CUCTEMbI Ha OTCYTCTBHE BPEJIOHOCHBIX IIPOrPaMM H KOMIIBIOTEPHBIX
BUpYCOB. Henocpencrseniio nocie yCTaHOBKU (M3MEHEHMs) NPOrpaMMHOro obecnedyeHus padouei
CTaHIMK J1I0JKHA ObITH BbIIOJIICHA aHTHBHPYCHAs MPOBEPKa.

7.6. 3anycK aHTHBUPYCHBIX MPOrpamMm JOJDKEH OCYIUECTBIATHCS aBTOMATHUYECKH 110 3aJaHHUIO,
HCHTPAIN30BAIIHO CO3/IJAHHOMY € HWCIO0J1b30BaHMEM TJIAHWPOBIIMKA 3a/a4 (BXOAAUIMM B MOCTaBKY
OlepallHOHHONH CUCTEMBI JIMOO [TOCTABJIIEMBIM BMECTE C aHTUBHPYCHBIMH IIpOrpaMMaMHu).

7.7. AHTHUBUPYCHBIA KOHTpPOJIb pabOUMX CTAaHIUH JIOJKEH NPOBOJUTHCS €XKEJHEBHO B aBTOMa-
THYeCcKOM pexume. Ecitu nipoBepka Bcex (ainos Ha juckax pabouux cTaHIMi 3aHHMaeT Helpuemiie-
Mo 00JIbLIOE BpeMsi, TO J0lIyCKaeTcs IIPOBOJIMTL BLIDOPOUYHYIO IPOBEPKY 3arpy304HbIX 0OsacTel auc-
KOB, OlICPAaTHBHON NaMsTH, KPUTUUCCKU BAXKHBIX HHCTATTMPOBAHHBIX (DailyIOB onepalMOHHON cHuCTe-
Mbl U 3arpyxacmbIX (pailJIoB 1o ceTH Wil C BHEUIHMX HocuTesiell. B aTom ciiyuae mosHas nposepka
JIOJDKHA OCYIICCTBJIATBLCS HE peike OHHOrO pa3a B HEJEIIO B [1€PUO/l HEAKTHBHOCTH MOJb30BATENS.
[Tonp3oBaTesiiM pekoMenyeTesl OCYIIECTRISITh TOJIHYIO TIPOBEPKY BO BpeMs MepephiBa Ha odel Iy-
TeM IepeBo/ia paboyel CTaHIUK B COOTBETCTBYIOIINN aBTOMAaTHUCCKUN pe)XUM (PYHKLIHMOHHPOBAHHUS B
3allePTOM OMCLICHHH.

7.8. O0s3aTe/IbHOMY aHTUBHPYCHOMY KOHTPOJIIO MOJIEHKUT J100ast MH(pOpMalus (MCMOJHsAEMBbIE
daiiabl. TekcToBbie (paiibl MoObIX hopmaToB, (aiibl JaHHBIX), NoJydaeMasl MMoJIb30BaTeleM 10 CeTH
MM 3aI'PY’KAcMasi CO  ChCMHBIX HOCHTCICH (MarHMTHBIX JIHCKOB, OINTHUYCCKHX HMCKOB, (uem-
HakonuTesei u T. n1.). KoHTpoas uHpopMalny J0MKeH POBOAMTLCS aHTUBHPYCHBIMH CPEJICTBAMH B
npolecce WK cpaly Mocie ee 3arpy3ku Ha pabouyro CTaHIMIO nosk3oBaressd. Mainbl, noMelaeMsle B
SIIEKTPOHHBIM apXUB, TOJKHBI B 00513aTE/IbHOM NOPAAKE IPOXOAUTL aHTHBUPYCHBIH KOHTPOIIb.

7.9. YcranasnuBaeMoe (M3MEHsIEMOE) Ha CepBephbl MporpaMMHoOe obecredyeHHe JOJKHO OBITh
NPEJIBAPUTENILIIO TPOBEPCHO AIMUHUCTPATOPOM CHCTEMBI HA OTCYTCTBHE KOMITBIOTEPHBIX BUPYCOB H
BPCIOHOCHBIX 1IporpaMM. HenocpelicTBeHHO Mocse yCTaHOBKH (M3MEHEHHs) POrpaMMHOro odece-
YCHUS CCpBEPa JIOJDKHA ObITh BLINOJHEHA aliTHBUPYCHas [IPOBEPKA.

7.10. Ha ceppepax cucteM, oOpadaThbiBalOLMX IEPCOHAIBHBIC JJaHHbIE, HEOOXOAUMO IPUMEHATH
CHCHHAILHOC aHTHBHPYCHOE MPOTpaMMHOE obecrneyeHue, no3BoJIsIoee:

- OCYUICCTB/ISTH aHTUBHUPYCHYIO NPOBepKy (ailjloB B MOMEHT IONBITKH 3alMcH Qaiina Ha cep-
BEp;

- [IPOBCPSITH KATAIOTH W (aiiibl O pacnuCaHHIO C YIETOM HATPY3KH Ha CCPBEP.

7.11. Ha cepsepax 2J1eKTpoHHOH 1104TBI HCOOXOJIMMO TTPUMCHSTh aHTUBUPYCHOE NIPOrPaMMHOE
oOecreverne. odecicUnBalollee MpoBepKy BCCX BXO/SUIMX coobuleHud. B ciywae ecau nmposepka
BXOJSLIEro COOOLICHUS HAa MOYTOBOM CepBepe Mokazajia HAJIMUME B HEM BHpYyCa WIIM BPEIOHOCHOIO
K0/la, OTHpaBKa JaHHOIO coollueHus Jo/kHa OGiokupoBaThes. [IpH 3TOM HOMKHO OCYLIECTBIATHCS
aBTOMAaTHYECKOC OMOBEIICHHE aJMUHUCTpATOpa MOYTOBOIO CepBepa, OTIPABUTEINS COOOLICHUS U all-
pecara.

7.12. Ha Bcex padouux cTaHluusX U cepBepax HeoOXoAUMO OpraHU30BaTh PEryJisipHOe OOHOBIIE-
HUE aHTUBHPYCHBIX 0a3. : -

7.13. AJIMUHHACTPATOPBI CHCTEM JIOJDKHBI NIPOBOJIMTE PErYJIsipHbIE MPOBEPKH IPOTOKOJIOB pado-
Thl RHTHBHPYCHBIX [POTPAMM C 11€JIbIO BBLISIBIEHHS 110JIb30BATEICH U KAHAJIOB, 4€pe3 KOTOPbIE PACIIpo-
CTpPAISIIOTCS] BUPYCHI.

7.14. Ilpu obHapykeHHU 3apakKeHHBIX BUpPYcoM (pailyioB aAMUHUCTPATOpP CHCTEMBI JOJDKEH BbI-
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HOJIHUTH CIIEYIOLUE AeHCTBUS:

- OTKJIIOYHTb OT KOMIBIOTEPHOH ceTH pabouue CTaHIIMM, MPEICTaBIAIONIME BUPYCHYIO omac-
HOCTb, J10 TI0JIHOTO BBISSICHCHHSI KAHAIOB TPOHMKHOBCHHS BUPYCOB U UX YHHUUTOXECHUS:

- HEMEJUIEHHO COOOUIUTL O (hakTe 0OHapyXeHHs BUPYCOB HEIIOCPC/ICTREHHOMY HayalbHUKY C
yKa3aHHMeM IPEeATIONOKHTENBHOTO HCTOYHKKA (OTIpaBUTENs!, Blajciblla U T. J1.) 3apakeHHoro (aiiia,
THUIA 3apaXEHHOro Qailia, xapakrepa coaepxaileitcs B ¢aitne undopmauuu, Tuna BUpyca v BbIoJ-
HEHHBIX aHTUBHPYCHBIX MEPONIPUSTHH.

8. AHaau3 HHITWICHTOB

8.1. Eciu anMuHUCTpaTOp cHCTeMbl, 0OpabaTbiBalolell HH(pOpMALIHIO, 110/103PEBAET HIIU MOJTY-
YHJ1 COOOUICHHE O TOM, YTO €ro CHCTEMa MOJIBepraeTcs arake Wil yxe Oblia CKOMIIPOMETHPOBaHa, TO
OH JIOJKEH YCTAHOBUTH:

- (hakT monbITKHM Hecankimonuposanuoro goctyna (HCJT);

- nponosxaetcs u HC/L B nacrosuimii MoMeHT;

- KTO sBysiercs ucrounukom HCJI;

- yTo siBasieTcs oobexToM HCII;

- xorjaa npoucxoamiia nonsitka HCJI;

- KaK ¥ IpU Kakux o0cTosTenbeTBax Obuia npeanpunsTa nonsitka HCJ;

- TOUKY BXOJIa HAPYUWIMTENS B CUCTEMY;

- 6buta i nonsiTka HCJI yenemHoit;

- OTIPEJIEIUTL CHCTEMHBIE pecypchl, 6€30MacHOCTh KOTOPHIX OblIa HAPYIIEHA;

- kakoBa MoTuBauus rnone Tk HCJI.

8.2. Hns seigpnenus nonptk HCJl HeoOX0auMO:

- YCTaHOBHTb, KaKHe I0JIb30BaTE/IM B HACTOIICE BpeMsl padoTatOT B CUCTEME, Ha KaKUX padounXx
CTaHIHAX;

- BBISIBUTH MOJI03PUTENIBHYIO aKTHBHOCTD 110J1b30BaTENEH;

- IPOBEPUTH, YTO BCE MOJIH30BATEIIH BOLULIM B CUCTEMY CO CBOMX pabouMX MeCT, U HUKTO U3 HUX
He paboTaeT B cucTeMe HeoObIYHO A0JIr0;

- MPOBEPUTD, YTO HUKTO W3 [10JH30BATENIEH HC BBITOIIHIET MOAO3PUTCIIBHBIX IPOIPAMM M HPO-
rpamMm, He OTHOCSIIIMXCS K €ro 00J1aCTH eI TeNLHOCTH.

8.3. Ilpu aHanu3e CHCTEMHBIX >KYPHAJIOB JAMUHHCTPATOpPY HEOOXOJIHMMO IPOM3BCCTH CIIEAYIO-
11e 1EeHCTBUS:

- MPOBEPUTH HAJIMYME MOJO3PUTEIBHBIX 3aUCEH CUCTEMHBIX )KYPHAJIOB, CACIAHHBIX B IICPHOA
npeanonaraemoit nonbitkd HCJI, BkIouas BXOZ B cHCTEMY I0Jib30Bartelieif. KOTOpPbIE IOKHBI Obl
ObLJIM OTCYTCTBOBATH B ITOT MEPHOJ BPEMEHHU, BXObl B CHCTEMY M3 HEONMW/IAIIHBIX MECT, B HEOObIUHOE
BpeMsi U Ha KOPOTKH [TepHOJI BpEMEHH;

- MPOBEPHUTh, HE YHHUYTOKEH JIM CUCTEMHbBIH )XypHall U HET JIU B HEM [1POOESIOB;

- IPOCMOTPETh CIUCKU KOMaHJ, BBIIOJIHEHHBLIX MOJIb30BATE/ISMM B paccMaTPUBAEMBIH 11€pHO/T
BpPEMEHHU;

- IPOBEPUTHh HAIMUYME UCXOJALIUX COOOIIEHUH 3MEeKTPOHHOHW MOUTHI, a/IpECOBAHHBIX MOAO3PU-
TEIBHBIM XOCTaM;

- IPOBEPUTH HATUYUE MECT B XKYpPHAIAX, KOTOPbIE BBIMISAAT HEOOLIYHO;

- BBIABUTH IOMBITKU MOIYYUTh MOJHOMOYMS CYIEpIONb30BaTeNs Wd APYroro MpUBHIECTHPO-
BaHHOTO T10JIH30BATEIS;

- BBISIBUTH HAJTHYUE HEYIAUHBIX MOMBITOK BXO/1a B CHCTEMY.

8.4. B xone ananuza )KypHaJIOB aKTUBHOI'O CETEBOr0 000pYI0BaHHs (MOCTOB, TlepeKItoyaTesiei,
MapuIpyTH3aTOPOB, HIII030B) HEOOX0UMO:

- IPOBEPUTH HATIMYHE MOJO3PHTENBHBIX 3ANMCCH CHCTEMHBIX JKYPHAIOB, CAENAHBIX B MEPHOA
npeanoJiaraeMoit nonsitkn HCJL;

- IPOBEPHUTH, HE YHUYTOXEH JIM CHCTEMHBIH KypHaJl Y HET JIK B HCM 1POOEIIOB;

- MPOBEPUTH HAIIMUHE MECT B XYypHalIaxX, KOTOPBIE BBIIISIAAT HEOOBITHO;

- BBISIBUTD TIOTILITKA U3MEHEHHUS TaOHI] MApLUPYTU3ANUU K AAPECHBIX TaONULI;



- IPOBEPHTH KOH(UIYPALMIO CETEBBIX YCTPOHCTB C LEIBIO ONPEIE/ICH s BOIMOXKHOCTH HAXO0X-
JICHUs! B CHCTEMe POTrpaMMbl, IPOCMAaTPUBAIOLIEH BeCh ceTeBOl Tpaduk.

8.5. Jlng oOnapy:kenusi B CHCTCME ClHICJ0B, OCTABNCHHBIX 3/I0YMbILUICHHHKOM, B BUJE (halioB,
BUPYCOB, TPOSIHCKUX ITPOI'PAMM, U3MEHEHUSI CHCTEMHON KOH(UTypalluid HEOOX0/IUMO:

- COCTaBUTh 0A30BYIO CXEMY TOI'0, KaK OOBIYHO BBITISIAUT CUCTEMA;

- POBECTH MOUCK TIOJIO3PUTEIBHBIX (ailyioB, CKPBITHIC (aiiibl, iMeHa (aiIoB U KaTaloroB, KO-
TOpbIEe OOBIYHO UCTIONB3YOTCS 3JI0YMBIIIIIEHHUKAMMU;

- IPOBEPUTH COJICPKUMOE CUCTEMHBIX (aiiyioB, KOTOpPbIE OOBLIUHO H3MEHSIIOTCS 3JI0YMBIIIIIEHHU-
KaMH;

- IPOBCPUTH HEJIOCTHOCTE CHCTEMHBIX NIPOIPaMM;

- [IPOBCPHTH CUCTEMY ayTeHTH(UKAIIMHA W ABTOPH3AIIHH.

8.6. B ciyuae 3apakeHus 3HAYUTEILHOTO KOJMYECTBA pabOUMX CTAHIM IIOCKIE YCTPaHEHHUS €ro
MOCTICICTBUH IPOBOJAUTCSI CUCTEMHBIH ayIuT.

9. OcobennocTH odecreueHus mubopmaunonﬂoﬁ 0€e30MaACHOCTH MNEPCOHAIBHBIX JAaHHbIX

9.1. B MucturyTe BBICHSIOTCS CllE/YIOIIHE KATErOPHUHU TEPCOHAJIBHBIX JAHHDBIX:

- CMICIMAJIBHBIC KATETOPUH NIEPCOHAIBHBIX JIAHHBIX;

- OUOMETPUYECKUE IEPCOHAIbHBIE JIAHHBIE;

- 0011Ie10CTYIHBIE WK 00€3TMUEHHbIE TEPCOHAIBHBIE JIaHHbIE;

- TIepCOHAJILHEIE JJAHHBIC, KOTOPbIE HE MOT'YT ObITh OTHECEHBI K CIEIHAIBHBIM KaTEropusM rnep-
COHAJILHBIX JAHHBIX, K OMOMETPUUYCCKUM MEepCOHANBHBIM JaHHBIM, K OOIICAOCTYIIHBIM HJIH 00€314-
YCHHBIM NEPCOHAIBHBIM JTAHHBIM.

9.2. K cy0ObeKTam [epcoHaNbHBIX AAHHLIX OTHOCATCS: rpaxiaHe, oOpartusinuecs B MHCTHTYT 1
HHBIE JIMIA, TIEPCOHATBHBIC JaHHBIC KOTOPBIX ITOAJexKaT 00paboTKe HA OCHOBaHHHM moiHoMouMi M-
CTUTYTA.

9.3. Bece nepconanbHble CBeleHUs 0 cyOBeKTe NMepcoHanbHbIX JaHHbIX UensiOnHckuil rocynap-
CTBEHHDIN MHCTUTYT KYJIBTYPBI MOKET MOJYUHTh TOJILKO OT HETO CaMOoro.

9.4. UnctutyT 06s13aH cOOOIIUTH CYOBEKTY MEPCOHATIBLHBIX JI@HHBIX O LEJsIX, cl1ocobax U UCToU-
HUKaxX TTOJYUYCHUs MEPCOHANBHBIX JAHHBIX, a Tak)Ke O Xapakrepe TMoJulexallluX HOTYYEeHHUIO IepCo-
HaJIBbHBIX JIAHHBIX M BO3MOXKHBIX TOCICACTBUAX OTKa3a PaboTHUKA JaTh NUCBMEHHOE COTACKE Ha UX
[10JIyYEHHE.

9.5. Ilepconanbhble jaHHble CyObEKTa NEPCOHATBHBIX JAAHHBIX SBJISIOTCS KOH(QHAEHIHANLHOH
uHpopMalei 1 #e MOTYT OBbITh HCIIOAbL30BaHb! YeIsIOMHCKUM IroCy1apCTBEHHBIM HHCTHTYTOM KYJIb-
TYPbI WK JI0OBIM HHBIM JINLIOM B JINYHBIX LICJIAX.

9.6. [lpu onipenenetind odbeMa U ColepkKaHus IePCOHAbHBIX JaHHBIX MHCTUTYT PyKOBOACTBY-
etcs nacrosiiinm Koncturyuueid PO, nnpiMi denepalibHbIMA 3aKOHAMH.

9.7. epconuiblibie jlaniple XpansTcs B NnoMelleHnax MHeruTyra Ha OyMaXKHBIX HOCHTEISX,
YUTEHHbBIX MallMHHBIX HOCHUTEISAX B COOTBETCTBHHM ¢ «MHCTpyKLMeH IO y4eTy MalllMHHBLIX HOCHTE-
JIEeW».

9.8. Ilparo yjocTyna Kk nepcoHaTbLHBIM JTAaHHBIM UMEIOT paOOTHUKH, BHECEHHBlEe B «CIIMCOK JIHII,
JOCTYIT KOTOPBIX K MEPCOHAIBHBIM JIaHHBIM HEOOXO0IMM JIJIsl BBIMOJIHEHHUS TPYIOBBIX 00sI3aHHOCTEN) U
B «KypHan ydera Jull, AONYNIEHHLIX K padoTe ¢ NepcoHaTbHbIMH JaHHBIMU B HHOOPMAIIMOHHBIX CH-
cTeMaxy.

9.9. Mucruryr oOsi3aH NPHHUMATEL MEpbl, HEOOXOAMMBIE U JAOCTATOYHbIE JUlsl 00eCIeYeHHs Bbl-
HOJIHEHUS 00S3aHHOCTER 110 3alUTe MTePCOHAILHBIX JaHHBIX, NPEIYCMOTPEeHHbIX DeliepalbHbIM 3aK0-
HOM U MPUHSATBIMU B COOTBETCTBUM ¢ HUM HOPMAaTHBHBIMU I1PAaBOBBIMH aKTaMH.

MHCTUTYT CaMOCTOSITC/ILHO ONPEIEISeT COCTaB ¥ NepeyeHb Mep, HEOOXOAUMBIX U JOCTATOYHBIX
Juist oOecrieUeHMs BLINOJIHCIHMS 00S3aHHOCTEH MO 3allMTe NMePCOHAIBHBIX AaHHBIX, IPEAYCMOTPEHHBIX
DesepaibHBIM 3aKOHOM M IIPHIISITHIMH B COOTBETCTBHH C HUM HOPMAaTHBHBIMM NPaBOBBIMHU akTaMH. K
TAKMM MEPaM MOTYT, B HaCTHOCTH, OTHOCHTBCS:

1) Ha3HAUYCHHE OTBETCTBEHHOrO 34 OpraHu3aliio oOpadoTKH MepCOHAIBHBIX JaHHbIX;

2) u3janue JOKYMEHTOB, OlIPeACILIIOIIUX er0 MOJWTHKY B OTHOLUEHUM 0OpabOTKH NepcoHalb-
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HBIX JaHHbIX, JIOKAJIBbHBIX aKTOB [0 BOIpocaM 0OpadOTKH MEPCOHANBHBIX JaHHBIX. a TAKKE JOKATb-
HBIX aKTOB, YCTaHaBJIMBAIOUIUX ITPOLCAYPbI, HAMPABICHHBIC Ha MPEJOTBPAILUCHUC W BbIABICHHE HApy-
LIIEHKWH 3aKOHoAaTenbcTBa Poccuiickoii dejiepanny, yeTpaHeHUe NOCHE/ICTBUH TAKHX HAPYIICHHMN;

3) nmpuMeHeHHe NpPAaBOBBIX, OPraHU3aLMOHHBIX M TEXHUYECKUX Mep mo obccrnedcHuo Oe3onac-
HOCTH NEPCOHANBHBIX JTAHHBIX;

4) ocylecTBieHHEe BHYTPEHHEr0 KOHTPOJS U (WJIM) ayuTa COOTBETCTBHA 00paboTKM mepco-
HaJIbHBIX NaHHBIX DejepanbHOMY 3aKOHY M MPUHATHIM B COOTBETCTBHU € HHM HOPMATHBHBIM NPaBO-
BbIM aKTaMm, TpeOOBaHHMSIM K 3alIMTE NCPCOHABLHBIX JAHHbIX, [TOJIMTUKE Ofeparopa B OTHOLICHUH 00-
pabOTKH NEPCOHANBHBIX JIAHHBIX, JIOKATbHBIM aKTaM ONepaTopa;

5) oneHka Bpesa, KOTOPBIH MOXKET ObITh IIPUUYMHEH CyOBEKTaM IIEpCOHANIbHBIX JaHHBIX B Cllydae
HapyuieHust dejiepalibHOro 3aKoHa, COOTHOLIGHHE YKa3aHHOrO Bpesa W MPHHHMAEMbIX OHEPAaTOPOM
Mep, HalpaBIeHHbIX Ha obecrieyeHHe BBIMOJIHEHUS 00s3aHHOCTCH, 1TpeaycMoTpelHbIX DejiepasibiibimM
3aKOHOM;

6) o3HakoMJieHHE pabOTHUKOB, HEMOCPEACTBEHHO OCYIICCTRIISIIONINX 00padOTKY MepCOHaNbHbIX
JTAHHBIX, ¢ MOJIONEHUSIMH 3akoHonarensbcTBa Poccuiickoit deacpanu o nepcoHaibHbIX JaHHbIX, B
TOM uuciie TPeOOBAHUSIMHU K 3aIUTC NCPCONATBHBIX JAHHDBIX, JIOKYMEHTAMH. OMPEC/ICISIONUMU TIOJTH-
THKY OIIEpaTopa B OTHOLUCHMH 00pabOTKH MepCcoHANLHBIX JIAHHBIX, TOKATHLHBIMHU aKTaMH [0 BOIIPOCaM
00paboTKH NEPCOHATBHBIX TaHHBIX, U (HJIM) OOyUeHHE YKa3aHHBIX PAOOTHHKOB.

9.10. B ciiyuae BbISIBIICHHS HEMTPABOMEPHOH 00pabOTKH NMepcoHaNbHbIX JIAHHLIX MPH 00palllcCHUH
CyOBbeKTa NepCoHaNbHBIX AaHHBIX MHCTHTYT ocyinecTBiisieT OJOKHMPOBAHNE HENpaBOMEPHO 00padaThl-
BAaEMBIX MepcoHalbHbIX JJAHHBIX C MOMCHTA TAKOTO 00pallicHusl Ha 11CPHOJT TPOBCPKH.

9.11. B cnyuae BBISIBJIEHHS HETOUHBIX MEPCOHANBIBIX JIAHHLIX MPU oOpalieHnu cydbekra nep-
COHaJIbHBIX AAaHHbIX MHCTHTYT ocylecTBsIeT OJIOKMPOBAHUE NEPCOHAIBHBIX JIAHHBIX C MOMEHTA Ta-
KOTro OOpalllcHUS Ha MepHoj MPOBEPKH, eciik OJOKHpPOBaHUE MEPCOHANbHBLIX JAHHBIX HE HapylIlaeT
[paBa U 3aKOHHbIE HHTEpeChl CyObeKTa MepCOHATBHBIX JaHHBIX HJIH TPETHUX JIHIL.

9.12. B cnyyae noareepxaeHHs pakTa HETOUHOCTH MEePCOHANBHBIX NaHHBIX MHCTHTYT Ha ocHO-
BaHUU CBEJICHUI, MPEACTABICHHBIX CYOBEKTOM MEPCOHAIBLHBIX JIAHHBIX. UITH UHBLIX HEOOXOAUMBIX J10-
KYMEHTOB YTOUHSCT NEPCOHATLHBIC JaHHbIE B TeyeHHe ceMU pabounx jaHeH co s MpejacTaBacHUs
TaKUX CBEJICHUI U CHUMACT OJIOKMPOBAHHWE MCPCOHAILHBIX JIAHHBIX.

9.13. B cniyuae BBISIBIEHUS HENpaBOMCPHOH 00padOTKU MepCcOHATBHBLIX JIaHHBIX, OCYIIIECTRIIsIC-
moii MuctutytoM, MHCTUTYT B CPOK, He NpEeBLILAIOIMIH Tpex pabounx JHEH ¢ JaThl HTOrO BbisBile-
HUSl, pEKpaliacT HeNpaBoOMEPHYIO0 00paboTKy NEPCOHAIBHBIX JJAHHBIX.

0.14. B cayuae eciny o0CCHEYUTH NMPaBOMEPHOCThL 00PabOTKH MEPCOHAIBLHBIX AAHHBIX HCBO3-
MOKHO, HCTUTYT B CPOK, HE TIPEBBINIAIOIIMH JIECSTH PabOUMX JHEH C 1aThl BLISIBJICHHS HEIIpaBOMCp-
HOM 00pabOTKH NEPCOHANBHBIX JIAHHBIX, YHHUTOXAET TaKhe MepcoHalbHbIe JaHHbIC.

9.15. O6 ycrpaHeHUH AOMYLIEHHBIX HAPYWIEHUH WM 00 YHHUTOKEHHHW NIEPCOHAIbLHBIX JaHHbIX
HNHCTUTYT yBeJOMISET CYOBEKTA NIEPCOHAIBHBIX JaHHbIX.

9.16. B cnyuae goctuxenus ey obpabOTKH NEepCcOHANbHBIX JAaHHBIX MHCTUTYT mpekpainaeT
06paboTKy MepcOHANbHBIX JaHHBIX U YHHUTOXAET [IEPCOHA/IbHBIE JJAaHHBIE B CPOK, HE [1PEBbIIAIOLIUI
TPUALIATH AHEH C 1aThl IOCTHXKEHUS 11e/in 00pabOTKH NMEPCOHABHBIX JIAHHBIX.

9.17. B cityyae oT3bIBa CyOBEKTOM 11€PCOHANBHBIX JIaHHBIX cOTyacus Ha oOpaboTKy ero nepco-
HAJBHBIX JaHHBIX MHCTHTYT npekpaiact ux odpadoTKy U B ciiyvae, eclii coxpatleHue NepcoHaNbHbBIX
JaHHbIX Oosee He TpedyeTcs Juis Hesicd 00paboTKU NCPCOHANBHBIX JAHHBIX, YIHUTOXKACT Nepcotalib-
HbI€ JaHHBIE B CPOK, HE MPEBBIAIOLINN TPUIATH JHEH ¢ 1ATh! MOCTYIUJICHUS YKa3aHHOTO OT3hIBA.

9.18. B ciyyae OTCYTCTBHSI BO3MOYKHOCTH YHMUTOXXEHHUS HEPCOHAIBLHBIX JIAHHBIX B TEUYCHUE
CpoKa, yka3zaHHoro B nyHkTax 9.13-9.16 nacrosimieit Honutuku, Uncturyt ocyirectsisier O0KHpOBa-
HHUE TaKHX NEPCOHAIbHBIX JIAHHBIX M 00eCMCUUBAET YHHUYTOKECHHUE NEPCOHAIBHBIX JJAHHBIX B CPOK HE
0oJee yeM 1IECTh MeCAIEB, €CJIM HHOM CPOK He YCTaHOBJIEH (pelepalbHBIMU 3aKOHAMH.

9.20. Jluma, BUHOBHBIE B HApYIIEHWH HOPM, PErYIUPYIOUIMX [ONyUYCHUE, 00paboTKy M 3allUTY
NepCOHANILHBIX JIAHHBIX, MPUBIEKAIOTCA K AMCUMIUIMHAPHOW U MatepHallbHON OTBCTCTBEHHOCTH B 110-
psiike, ycTaHOBIEHHOM DejiepaslbHBIMHM 3aKOHAMMU, @ TAKKe IPHUBIIEKAIOTCS K MPaKIaHCKO-1IPaBOBO,
aIMHUHUCTPATUBHON U YTOJIOBHOH OTBETCTBEHHOCTH B IIOpSJIKE, YCTaHOBJIEHHOM (DenepaibHBIMU 3a-
KOHaMH. '

9.21. MopabHBIH Bpen, MPUYUHEHHBIH CYOBLEKTY NMEPCOHANBHBIX JIaHHBIX BCIIEICTBHE Hapyllle-
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HMS €ro IpaB, HApyUICHUs 1paBUJl 00padOTKH MEpCOHAIbHBIX JIaHHBIX, YCTaHOBIEHHBIX Penepaib-
HBIM 3aKOHOM, a Tak)ke TpeOOBaHMH K 3allMTE 1EPCOHAJIBHBIX JAaHHBIX, YCTAHOBJIEHHBIX B COOTBET-
cTBUM ¢ DejlepasibHbIM 3aKOHOM, MOJUIEKUT BO3MEIICHHIO B COOTBETCTBUH € 3aKOHOAATEILCTBOM Poc-
cuiickoit deaepanun. Bo3menieHne MopaibHOrO Bpe/ia OCYyIIECTBIISIETCS HE3aBUCUMO OT BO3MELIEHHUS
MMYILECTBEHHOIO Bpe/ia ¥ IIOHECEHHBIX CYOBEKTOM IIEPCOHAIBHBIX TAHHBIX YOBITKOB.

10. 3akarounTe/ibHbIE OJOKEHUS

10.1. Hacrosimas [losmtuka BeTynaeT B CUITy ¢ MOMEHTA €€ YTBEPIKICHHUS.

10.2. Pextop MucturyTa oOecnieunBaeT HEOrpaHUYEHHBIH JOCTYI K HACTOSLIEMY JOKYMEHTY.

10.3. Hacrosimast [lonntruka nH(pOpMamoHHOH 0€3011aCHOCTH JOBOJIUTCS 110 CBEJIEHHUS BCEX pa-
OOTHHKOB 11€PCOHATILHO 0] POCIIHCh.

OOKYMEHT NOAOMUCAH
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